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Appendix A. Examples

The examples in this section outline possible application of the principles in this draft guidance to various software assurance 605 situations cases.
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Example 1: Nonconformance Management System

A manufacturer has purchased COTS software for automating their nonconformance process and is applying a risk-based approach for computer software
assurance in its implementation. The software is intended to manage the nonconformance process electronically. The following features, functions, or operations
were considered by the manufacturer in developing a risk-based assurance strategy:
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Table 2. Computer Software Assurance Example for a Nonconformance Management System

The necessary data for
Initiation are recorded prior

to completion of an NC

Initiation task.

facilitate the work and a

complete quality record.

These

intended to

operations are

supplement

problem that foreseeably

compromises safety, as the
manufacturer has additional
for

processes in  place

addition, the manufacturer
supplements these activities
with exploratory testing of

the operations. High level

Features, Functions, or Intended Use of the Risk-Based Analysis Assurance Activities Establishing the
Operations Features, Functions or appropriate record
Operations
Nonconformance (NC) | The intended uses of the | Failure of the NC initiation | The manufacturer  has | The manufacturer
Initiation Operations: operations are to manage the | operation to perform as | performed an assessment of | documents:
A nonconforming event | workflow of the | intended may delay the | the system capability, | - the intended use
results in the creation of an | nonconformance and to error- | initiation  workflow,  but | supplier evaluation, and | -risk determination,
NC record. proof the workflow to | would not result in a quality | installation activities. In | - summary description of the

features, functions,
operations tested
- the testing objectives and if

they passed or failed




- An NC Owner is assigned
prior to completion of the NC

initiation task.

processes established by the
manufacturer for
containment of non-

conforming product.

containment of non-
conforming product. As such,
the manufacturer determined
the NC initiation operations

did not pose a high process

objectives for testing are
established to meet the
intended  use and no

unanticipated failures occur.

- any issues found and their
disposition

a concluding statement
noting that the performance

of the operation is acceptable

risk. the date testing was
performed, and who
performed the testing.
Electronic Signature | The intended wuse of the | If the electronic signature | The manufacturer has | The manufacturer
Function: electronic signature function | function were to fail to | performed an assessment of | documents:
The electronic signature | is to capture and store an | perform as intended, then | the system capability, | -the intended use
execution record is stored as | electronic signature where a | production or quality system | supplier evaluation, and | -risk determination
part of the audit trail. signature is required and | records may not reflect | installation activities. To | -testing performed
The electronic signature | such that it meets | appropriate approval or be | provide assurance that the | - any issues found and their
employs two distinct | requirements for electronic | sufficiently auditable, or may | function complies with | disposition

identification components of
a login and password.
When

signature 1s executed, the

an electronic
following information is part
of the execution record:

0 The name of the person who
signs the record

o The date (DD-MMYYYY)
(hhimm) the

signature was executed.

and time

o The meaning associated

with the signature (such as

signatures.

fail to meet other regulatory
requirements. However, such
not

a failure would

foreseeably lead to
compromised safety. As such,
the manufacturer determined
that this function does not

pose high process risk.

applicable requirements, the
manufacturer performs ad-
hoc testing of this function
with users to demonstrate the
function meets the intended

use.

a concluding statement

noting that the performance

of the function is acceptable
the date testing was

performed and who

performed the testing.




review, approval,

responsibility, or authorship).

Product Containment | This function is intended to | Failure of the function to | The manufacturer  has | The manufacturer

Function: trigger the necessary | perform as intended would | performed an assessment of | documents:

- When a nonconformance is | evaluation and | result in a necessary | the system capability, | - the intended use

initiated for product outside | decisionmaking on whether a | correction or removal not | supplier evaluation, and | -risk determination

of the manufacturer’s control, | product correction or removal | being initiated, resulting in a | installation activities. Since detailed test protocol

then the system prompts the | is needed when the | quality problem that | the manufacturer determined | developed

user to identify if a product | nonconformance occurred in | foreseeably compromises | the function to pose high | -detailed report of the testing

correction or vremoval 1is | product that has been | safety. The manufacturer | process risk, the | performed

needed. distributed. therefore determined that | manufacturer determined | -pass/fail results for each test

this function poses high | assurance activities | case
process risk. commensurate with  the | - any issues found and their
medical device risk: | disposition
established a detailed a concluding statement
scripted test protocol that | noting that the performance
exercises the possible | of the operation is acceptable
interactions and potential the date testing was
ways the function could fail. | performed and who
The testing also included | performed the testing
appropriate repeatability | -the signature and date of the
testing in various scenarios to | appropriate signatory
provide assurance that the | authority.
function works reliably.
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Example 2: Learning Management System (LMS)

A manufacturer is implementing a COTS LMS and is applying a risk-based approach for computer software assurance in its implementation. The software is

intended to manage, record, track, and report on training. The following features, functions, or operations were considered by the manufacturer in developing

a risk-based assurance strategy:
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Table 3. Computer Software Assurance Example for an LMS
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Features, Functions, or Intended Use of the Risk-Based Analysis Assurance Activities Establishing the
Operations Features, Functions or appropriate record
Operations

*The system provides user | All of the features, functions, | Failure of these features, | The manufacturer has | The manufacturer
log-on features (e.g., | and operations have the same | functions, or operations to | performed an assessment of | documents:
username and password) intended use, that 1is, to | perform as intended would | the system capability, | - the intended use

The system  assigns | manage, record, track and | impact the integrity of the | supplier evaluation, and | -risk determination
trainings to users per the | report on training. They are | quality system record but | installation activities. In | - a summary description of

curriculum  assigned by
management
The system captures

evidence of users’ training
completion

- The system notifies users of
training curriculum
assignments, completion of
trainings, and outstanding
trainings

- The system notifies users’

management of outstanding

trainings

The system generates
reports on training
curriculum assignments,

completion of training, and

outstanding trainings

intended to automate
processes to comply with 21
CFR 820.25 (Personnel), and
to establish the necessary

records.

would not foreseeably
compromise safety. As such,
the manufacturer determined
that the features, functions,
and operations do not pose

high process risk.

addition, the manufacturer
supplements these activities
with

unscripted  testing,

applying errorguessing to
attempt to circumvent
process flow and “break” the
system (e.g. try to delete the

audit trail).

the failure modes tested
- any issues found and their
disposition
a concluding statement
noting that the performance
of the operation is acceptable
the date testing was

performed, and who

performed the testing.
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Example 3: Business Intelligence Applications
A medical device manufacturer has decided to implement a commercial business intelligence solution for data mining, trending, and reporting. The software is
intended to better understand product and process performance over time, in order to provide identification of improvement opportunities. The following features,

functions, or operations were considered by the manufacturer in developing a risk-based assurance strategy:
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Table 4. Computer Software Assurance Example for a Business Intelligence Application
Features, Functions, or Intended Use of the Risk-Based Analysis Assurance Activities Establishing the

Operations Features, Functions or appropriate record
Operations
Connectivity Functions: These functions are intended | Failure of these functions to | The manufacturer | The manufacturer

The software allows for | to ensure a secure and robust | perform as intended would | determined assurance | documents:

connecting to various
databases in the organization
and external data sources.

- The software maintains the
integrity of the data from the
original sources and is able to
determine if there is an issue
with the integrity of the data,

corruption, or problems in

data transfer.

capability for the system to
connect to the appropriate
data sources, ensure integrity
of the data, prevent data
corruption, modify, and store

the data appropriately.

result 1In 1naccurate or

inconsistent  trending or
analysis. This would result in
failure to identify potential
quality trends, issues or
opportunities for
improvement, which in some
cases, may result in a quality
problem that foreseeably
compromises safety. As such,
the manufacturer determined
that these functions posed
high

necessitating more-rigorous

process risk,

assurance activities,
commensurate with  the

related medical device risk.

activities commensurate with
the medical device risk and

has performed an assessment

of the system capability,
supplier evaluation, and
installation activities.
Additionally, the

manufacturer establishes a
detailed scripted test protocol
that exercises the possible
interactions and potential
ways the functions could fail.
The testing also includes
appropriate repeatability
testing in various scenarios to
provide assurance that the

functions work reliably.

-the intended use
-risk determination
- detailed test protocol
- a detailed report of the
testing performed
-pass/fail results for each test
case
- any issues found and their
disposition

a concluding statement
noting that the performance
of the operation is acceptable

the date testing was

performed, and who
performed the testing

‘the signature and date of the
appropriate signatory

authority.




Usability Feature:

- The software provides the
user a help menu for the

application.

This feature is intended to
facilitate the interaction of
the user with the system and
provide assistance on use of

all the system features.

The failure of the feature to
perform as intended 1is
unlikely to result in a quality
problem that would lead to
compromised safety.
Therefore, the manufacturer
determined that the feature

does not pose high process

The

necessitate any additional

feature does not
assurance effort beyond what
the manufacturer has already
performed in assessing the
system capability, supplier
evaluation, and installation

activities.

The

documents:

manufacturer

-the intended use
‘risk determination

- the date of assessment and

who performed the
assessment
a concluding statement

risk. noting that the performance
is acceptable given the
intended use and risk.
Reporting Functions: These functions are intended | Failure of these functions to | The supplier of the reporting | The manufacturer
- The software is able to | to allow the user to query the | perform as intended may | software has validated the | documents:

create and perform queries
and join data from various
sources to perform data
mining.

The software allows for
various statistical analysis
and data summarization.

- The software is able to
create graphs from the data.

- The software provides the
capability to generate reports

of the analysis.

data sources, join data from

various sources, perform
analysis, and generate
visuals and summaries.

These functions are intended
for collection and recording
data for monitoring and
review purposes that do not
have a direct impact on
production or process
performance. In this
example, the software is not
intended to inform quality

decisions.

result in a quality problem
(e.g., incomplete or
inadequate reports) but, in
this

example, would not

foreseeably lead to
compromised safety because
these functions are intended
for collection and recording
data for monitoring and
review purposes that do not
have a direct impact on
production or process
performance. Therefore, the
manufacturer determined

that these functions do not

ability of the software to
create and perform queries,

join data from various

sources to perform data

mining, perform statistical
analysis and data
summarization, create

graphs and generate reports.
Beyond this, the
manufacturer has assessed
the system capability and
performed supplier
evaluation and installation
As the

manufacturer

activities. such,

determined

-the intended use
-risk determination

- the date of assessment and

who performed the
assessment
a concluding statement

noting that the performance

is acceptable given the

intended use and risk.




pose high process risk.

that the reporting functions
of the do

necessitate any additional

software not

assurance effort beyond these

activities.
REE, BRERE T I3 HME REE, BREEE 7 3BMEDMEA U R Y _R— 2 DISHF PRAEEED Y 72 RSk DHESL
HRY

et PR RE: IO OHREIZ, VAT AN | ZHOOBRBRER LzEd | A= —I% EREROY X7 | A—F—03E:
S ZOYT MU =TICEY M| BT —F V=R L, | DICETINRWGE AEMR | ICREG T REEEEIAZRE L, |- A E
MNDESEISERT —FXN— | T—FOEGWEMHER L, 7T — | EE—BEORWER G | > A7 LD, 77 A U 27 HIE
ARHMNRT — &V —AITHH | # OWHARZPIIE L. 7 — 2 &8 | E12T0 A Tha 5 fTRENE | Y —ORHl, 35 JUOSREEE 2 | - 3R 0 fav
T&EET, DICEEB I MRET L7120 | ROV ET, UKD, B | ERLELL, EHIZ, A— | EINTET A NOFEMZR

- V7 MU =TIE, ED Y — R
DO DT —H DOFEEME % HEFE
L., 7 — % OEGVECRER &
LINE D R, 7T —
HZEREDOREN B D E 95 »
ZHErcE T,

D24 TR IR RE 2 R 5
HTEEZHAMELTOVET,

TER) 72 i B A, R, E 7203
BEOWREZRECE T HE
WX Tk Zetai#Eie s 2
ERTFTRTE D MERMBEIZS
RNHAREMERH Y T3, &
DI, A—T—IL, THHD
HENRSWNT o2 URT %
b b &L, BT SR
ke D ) A7 IZR A -T2, K
Y kS TR R FETE BN S LB T
L& LE L,

H—X. ATREZR AR HAE & HRE
IS 2 ATREME D & B F5 1k
FATT DML A7 VT b
fbEni=7 A~ 7a barz
ML LES, TA ML, &
FIFE RSV ATOEY A
HEMET A N EENTEY
RN MEFRICKET LS L %
REELE 9,

LAR— b

c BT AT AOEERR
- Hobo A E £ DOMLE
CBEDORT p—  ANFF
RTEDH L ERThEm

© T A NAERE S H A
BLOT A P EFER LA

- U BB OEL LA
fit,

VO X DR

YT M7, =PI
TIVIr—va DT R
—a—ZRELET,

ZOBREIE, 22— — L X T
LDOXFEZ RS L, T TD
VAT DERE O & ST
5T &AL LTNET,

HEEENEX L7 & BV ICHEEE
O/ AN GG X /Y =LA
D& DR E EoRMBED
AT DHAEEMEITIZEAED D

ZOMREIX, A— =D AT
LBEBEOFHG, YT A ¥ —D
FEAM, 36 K ORRIENESE TREIZ SR
e L7z LA EoBIN O RAEESE

A—H—DLE
- EH B
U A7 HE
- B B A & G 23 FEAT A AT




FHA, LEBH-T, A—7
—X. ZOBRENRE VT ' X
URT %&b To5 e &
LE LT,

B E LERA,

ST

C BRENTH®REY RS &
EBLT. T 4 —~ o AN
KTED L aRTHER,

L AR — b HrE:
DY 7 M7, 7Y

(B, Frlcaticihani-g
M) 2R L CETL, &
FIR—ANDLDT — X ik
GLTT—% ~ A=V T %%
ITCEET,

V7T, SESE R
Mt & T — & OFH) & W]
BEICLET,

V7R =TIE T =25
77 7w flcE £,

V7 N7 =T HTO LR
— M AT DR A fRAE L
£7

B OREIX, 2 — V=0T
—% V—=RZx7x) LIV,
SEIERY—ADLDT —
B EfEa Lo o F44T L
720 BV a T ARER A AR
L7 TELHLIICTHI L
ZAHMIELTOHET, Ihb
OWRRIX, EEEIT T rER
DINT F—=~ 2 A E R
EHZRVERABIONLE 2
—HHTOT—2ONEL X
ORiekx B E LTV ET,
ZOFITIE, VT b =TI
BREZBIMT 5 L E2REK
LTWEHA,

INLOMENER LI LR
DIZEITSINRWGE, WE E
ORI (REdaF 72T Ry
MUR— e &) mEETD
AREMEN B D T3, ZOHIT
X 2o OERITER LD
LEa2—HBBTT— ¥ &Ik
BLOGESTHZEEHEHNE
LTWb e, et Eeb
NHZEFITRTEEEA,
EFER T O ADNNT y—
VANE#EEEE RN
D, LI ->T, A—=T—IE,
INHOENREWT B E A
UR7 %76 S0 &
LE L%,

ViR—hk Y7 by =zT OV
TFAY—IX. VYT N =T HY
TV ZERB L OETL, & F
SERY—ANLDT—H &
EELTCT—4 ~A =27 %
FAT L Wi & 7 — & B
EEITL, I7 7 EERL, L
AN— A& ARCT D HERE & MR GE
LELE, BT, A—H—
X AT LOKREZFHE L, &
7T A Y — OFl & BRE A
EEBLE L, FDD),
RIEREEIT, V7 h =T DL
A— MEREIZ, 2 b OTEEILL
SMZIBIMOLRFESS ) % 2B &
L7ZaW EHIr L E LT,

A —J— D3 E:
- fEHE

U A7 HE
© RPAOD AR & S A A AT
2727
- BRIEhTEHEE Y AT &
EELT. T p—< AN
BTEDHZ L Zrdibm




